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1. INTRODUCTION

1.1. Overview

This document gives an overview of how to use the PRODA Device Management SoapUl project provided as part of the

software vendor integration pack.

1.2. Purpose

The document provides instructions on how to use the SoapUI project to manage B2B devices in PRODA.

1.3. Scope

This document specifies the

»  Integration Pack

1.4. Out of Scope

Items explicitly not included in the scope of this document include:

1. Detailed payload specification, they can be found in the PRODA B2B Software Developers guide.

1.5. Audience

This document is intended for:

Table 1: Profile Audience

Service Consumer Web service consumers that intend to invoke the service at runtime.

External DHS Service All external DHS web service stakeholders, including Software Vendors.
Stakeholders

1.6. Assumptions

1.7. Preconditions

e SOAP Ul V5.2.1 or later has been installed.

1.8. Actors

This document describes various criteria and they are categorised by using actors and artefacts.

The actors used in this document are:
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Table 2: Actors

Actor Details

Software Vendors

Software Vendors that consume PRODA services

PRODA

Provider Digital Access

SOAP Ul

SoapUl version 5.2.1 or later

Version 0.13 — Draft | Page 4 of 14
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2. INSTRUCTIONS

2.1. Setup Instructions
2.1.1. Unzip the PRODA.device.management.vendor.v2 zip file.

2.1.2. Copy the jose4j-0.6.1.jar file from the zip file to the bin/ext in your SoapUl
installation.

2.1.3. If you need to configure a proxy to get to the internet, go to File, Preferences,
proxy settings as below.

& SoapUI Preferences x|

SoapUl Preferences T
Set global SoapUl settings J\J

iEiTTE Proxy Setting: () Automatic
Proxy Settings () None

S5L Settings (%) Manual
WSDL Settings Host: |I'I'IY'D|'°3<‘Y| |
Tools Exdudes: | |

|
|

o Mo om omom H I

Port: T

H et

W5-I Settings
Global Properties Username: |
Global Security Settings
W5-A Settings
Global Sensitive Information Tokens
Version Update Settings

Password: |

WM W ofof mom ot woan |

M o W W o bom

o
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2.1.4. Import the SoapUl project (from the zip file) in to SoapUl .
1@ soapui5.5.0
File  Project Suite  Case Step  Jools  Desktop  Help
E B A X g © @ & 'ﬂ‘
Ermpty s04Ap REST Import Save All Forum Trial Preferences Proxy
3 =
= PRODA VEMDOR workspace
=
=
(@) select soapUl Project File et

Lock |n: ’E zip

e E]EEE

=] proda-device-management-vendor-soapui-project-vd.x m‘

File Mame: |pru:uda-de».rice-manager‘nent-uendur-snapui-prnject-vl.xml

Files of Type: ’XML Files (*.xml}

)

L Upen1 ’ Cancel ]

Version 0.13 — Draft
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(@) soapUl5.5.0
Eile  Project Suite Case Step  Tools  Desktop
2 g
Empty  SOAP REST  Import  Save All
PRODA VEMNDOR workspace

Mayigatar

E\‘. Proda-Device-Management-Vendor-Y2
= https://test. S rsp humanservices.gov.a
= https://test. S rsp humanservices.gov.a
= https:/vnd.preda.humanservices.gov,
i @m PRODADevices

r Project Properties |/ Custom Properties |

Property | Value |
Mame Proda-Device-Mana... |~
Description
File ——

Resource Root
Cache Definitinns

Properties

true

Help
F
=
Forum Trial
SoapUl ..  httpl..

- O x
M

# ':!g ‘ Endpeint Explorer ‘SEEIICh Fg

Preferences Proxy

=

=

]

-

2
i1

jetty .. errorl..  wsrml. memoryl. script L.
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2.1.5. Set up project properties

Double Click the PRODA.Device.Management.Vendor-V2 project, click the Properties toggle at the bottom of the page,
and populate the properties values with relevant values.

(@) SoapUl 5.5.0 - O PY
File Project Suite Case Step JToals Desktop Help
¥ il T @ (7}
E B B - d + o‘ ‘33 | Endpoint Explorer ‘ Search Forum

Empty SOAP REST Import Save All Forum Trial Preferences Proxy Online Help
E == M Proda-Device-M Yendor-¥2 Fl
PRODA VENDOR workspace E
%] & Proda-Device- Management-Vender V2 Overview | TestSuites | WS-Security Configurations | Security Scan Defaults g
= e

= https://test.3.rsp humanservices.gov.au
= hitps:/1
2 hitps:/Avnd.proda.humanservices.gov.au
& PRODADevices

est.5.rsphumanservices.gov.au

] Project Summary
8 File Path

C\Users\P08514\Desktop'\ziph\proda-device-management-vendor-soapui-project-v2.xml

Interface Summary

= https;//vnd proda.humansenv... https://vnd.proda.humanservices.gov.au.wad
https://test.5.rsp.humanservices.gov.au.wadl

https://test.5.rsp.humanservices.qov.au.wadl

= hitps://test.5.rsp.humanservi...

== https://test.5.rsp.humanservi...

Test Summary

BEE TestSuites 1
" TestCases 3
== TestSteps 17
‘ Assertions 14
LoadTests 0

(2] SOAP Mock Summary

4= WsdIMockServices
2 WsdIMockOperations

+

av | &3y

Mame

Value

productld
certlocation

[Enter your product name and version here eg DHS product V1]
[Enter the location you would like to store the generated certificates]

prodaOrgld [Enter your organisation prada id that the software device was registered for in Prada]
pE— | deviceName [Enter the name of your software device]

Property ‘ Value deviceActivationCode  [Enter the Device Activaton Code for your device which was provided when the device was registered in Proda]
e P Frofs Davice Managam. |3 clientld [Enter the software vendor client id provided in your integration pack]
Description accessTokenAudience  [Enter the audience string for the Relying Party the access token will be presented to]
File U
Resource Root T
Cache Definitions true Descript\é Properties L}ad Script  Save Script
Project Password 4
Script Language Groovy

SoapUllog httplog jettylog erorlog wsrmlog memory log  script log

[properties|

Replace the values in the [] brackets with the requested values.

e productld — this is the name of the software communicating with PRODA. It is a mandatory field, but is not
validated. It is used for audit and troubleshooting purposes

e certlLocation — this points to a directory on your development environment (computer) where generated
certificates will be stored, e.g. C:\myCertificates

e prodaOrgld —this is the PRODA organisation identifier (RA) of the relevant organisation

e deviceName —this is the software instance (device) name registered with PRODA for the organisation.

e deviceActivationCode — this is the Device Activation Code obtained from PRODA when creating or re-
activating a software instance (device) definition for an organisation within PRODA.

e clientld —this code identifies a version of Vendor Software that is used to communicate with PRODA. This is
generated and issued by PRODA and is mandatory. It is validated, so if it does not exist or is incorrect, calls to
PRODA for authorisation, key refreshes and activations will fail. If you are not aware of the clientld for your
software, please use soape-testing-client-v2 (only valid in VENDOR environment)

e accessTokenAudience — this is used in Access Token requests to identify the Service Provider (Relying Party)

the access token will be used for. If you are not aware of the correct accessTokenAudience value for your
Service Provider, please use https://proda.humanservices.gov.au. Current valid values can be found in the
PRODA B2B Developers guide.
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Activating Your Device

Once you have entered the values in the properties above, the next step is to activate your device. Expand the activate
device test suite and double click the vnd.0.DeviceManagement.ActivateDevice Test Suite

(@) soapul 5.5.0 - O *

Eile  Project Suite Case Step Jools Desktop Help

E B AR X g T @ @

‘ ‘ Endpoint Explorer ‘ Search Forum
Empty SOAP REST Import Sawve All Forum Trial Preferences Proxy

= +" vnd.0.DeviceManage ment.ActivateDevice Test Sui... -l |
PRODA VENDOR workspace -
; by URL

E}. Proda-Device-Management-Vendor-V2 PEC - ev & o

Mavigatar
Aopaads)|

:-" https://test.5.rsp.humanservices.gov.au

L = https://test.5.rsp.humanservices.gov.au
= https://vnd.proda.humanservices.gov.au

r TestSteps r Test On Derand |

-3 PRODADevices —— - .
=+ vnd.0.DeviceManagement. ActivateDevice Test Suite HEHEHRB=XFsE=E4v H
E == Test Steps (3) & SetRestHeaders

@ Load Tests (0)

w Security Tests (0)
- o vnd.0.DeviceManagement.GetAccessToken Test Suite
- +* vnd.0.0eviceManagement.RefreshKeyDevice Test Suit * CreateSignedOrglsonWebToken

3¢ ] vendor.to.dhs.gethccessToken

# createKeyPair
m vendor.to.dhs.activate. device

Description  Properties  Setup Script  TearDown Script

- e

TestCase Properties r Custom Properties

Property | Value

MName vnd.0.DeviceManagement.Acti... TestCase Log

Properties SoapUll.. httpl.. jettyl.. erorl. wsml. memoryl. scriptl.

Version 0.13 — Draft | Page 9 of 14
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Press the play button.

@ soapUl 5.5.0
File Project Suite Case Step Tools Desktop Help
m X g %
Empty  SOAP REST  Import  Save All Forum Trial
3 =
PRODA VENDOR workspace
rz:\: B. Proda-Device-Management-Vendor-V2

= https://test.5.rsp.humanservices.gov.au

&= hittps://test.5.rsp.humanservices.gov.au

z https://vnd.proda.humanservices.gov.au
PRODADevices

"] Security Tests (0)
+" vnd.0.DeviceManagement.GetAccessToken Test Suite
*+" vnd.0.DeviceManagement.RefreshKeyDevice Test Suite

TestCase Properties r Custom Properties

Property | Value

oK

oF

Proxy

&

Preferences

| Endpoint Explorer ‘Sealch Forum

.ﬁf vnd.0.DeviceManagement.ActivateDevice Test Sui... o & E
U o L7)

rTestSteps rTst On Demand |

HEHHHRMA Fsale1vxEOR
W SetRestHeaders

W createKeyPair

vendorto.dhs.activate.device

W CreateSignedOrglsonWebToken

vendor.to.dhs.getAccessToken

D= URL

=3

Description  Properties  Setup Script  TearDown Script

Lo -t

(& Step 4 [CreateSignedCrglsonWebToken] OK: took 105 ms

TestCase finished with status [FINISHED], time taken = 1748
@ Step 5 [vendor.to.dhs.getAccessToken] OK: took 259 ms

Name vnd.0.DeviceManagement.Acti...

Properties

TestCase Log

SoapUllog http log jetty log

error log  wsrm log  memory log  script log

Aoppadsu)

By double clicking on test step “vendor.to.dhs.getAccessToken”, you can see the request and response data for the

rest calls by selecting the Raw tab.

vendor.to.dhs.getAccessToken
Endpoint \
’ + |https:,f.fvnd.proda.humaﬂsemices‘gov‘au l'] L
Resource/Method: E Token -> Token '] [/mga/sps/oauth/oauth20/token]
5 |POST hitps://vnd.proda.humanservices.gov.au/mga/sps/oauth/caut| % | ; = |HTTR/1.1 200 OK (=
g | Accept-Encoding: gzip,deflate 2 |content-language: en-US
& Content-Type: application/x-www-form-urlencoded = |content-type: application/json;charset=UTF-2
3 dhs-processMode: T E date: Tue, 08 Oct 2019 05%:01:13 GMT
& |dhs-auditldType: http://ns.humanservices.gov.au/audit/type/provid = p3p: CP="NON CUR OTPi OUR NOR UNI"
dhs-subjectld: SoapeDevice E transfer-encoding: chunked
dhs-productid: DHS Product v1.0 T |x-frame-options: DENY
dhs-auditld: 8144409044 2 x-content-type-options: nosniff
dhs-messageld: urn:uuid:33d26d12-Seda-4alf-alfd-bab1b4af3084 & |cache-control: no-store, no-cache=set-cookie
dhs-correlationld: uuid:ebf43630-cd83-41c6-acT4-62ecel 0704 expires: Thu, 01 Dec 1994 16:00:00 GMT
dhs-subjectldType: http://ns.humanservices.gov.au/audit/type/prod x-xss-protection: 1; mede=block
accept: application/json content-security-policy: frame-ancestors 'none’
Content-Length: 724 strict-transport-security:
Host: vnd.proda.humanservices.gov.au pragma: no-cache
Connection: Keep-Alive Set-Cookie: AMWEBJCT!%2FmgalJSESSIONID=0000MImhgX-¥-pKBBUBCH
User-Agent: Apache-HttpClient/4.1.1 (java 1.5) Set-Coockie: PD_STATEFUL_8dc98fae-f3fc-11e6-812f-74fed2068329= %2Fmg
Set-Cookie: PD-5-SESSION-1D=1_2_0_kt6qKLBVIRv4Ex cXql+u55G8GhfFcak
client_id=soape-testing-client-v2&grant_type=urn?:3Aietf%3Aparan|
{"access_token":" ey raWQiOUWems3MichjWjdMYmFUdWFkd TI3NnZPY k5
S e
[« Dal| | sotinto
@ Assertions (2) Request Log (0}
1:59
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Getting an Access Token

Once the device has been successfully activated, double click on vnd.0.DeviceManagement.GetAccessToken Test Suite

@ soapUisso - ] X
File Project Suite Case Step Tools Desktop Help

E B R X F @ & 4

Empty  SOAP REST  Import  Save All Forum Trial Preferences Proxy

‘ Endpoint Explorer |SealchForum

= .ﬂ’ vnd.0.DeviceManagement.GetAccessToken Test 5... el E

g £l
PRODA VENDOR workspace - %
HIE > 3 D= URL

Z: B. Proda-Device-Management-Vendor-V2 [ = @vU % (?) %

= https://test.5.rsp.humanservices.gov.au
* https://test.5.rsp.humanservices.gov.au
& https://vnd.proda.humanservices.gov.au rTestSteps |/.|.St On Dernand |

& PRODADevices ,
= = 1 =2
-+ vnd 0.DeviceManagement ActivateDevice Test Suite HEHHR EXFasE4vn O I

EJ V vnd.0.DeviceManagement.GetAccessToken Test Suite || g Createsi gnedOrglsonWebToken

m vendor.to.dhs.getfccessToken

- Secu rity Tests (0)

- ynd.0.DeviceManagement.RefreshKeyDevice Test Suite

Description Properties Setup Script  TearDown Script

>8>

TestCase Properties r Custom Properties
Property | Value
Name vnd.0.DeviceManagement.Get...
TestCase Log
Properties SoapUllog http log jetty log errorlog wsrmlog memory log  script log

Version 0.13 — Draft | Page 11 of 14
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Press the play button.

(@) soapuiss.0 - a e
File Project Suite Case 5Step Tools Desktop Help
REX ¥ ol =
E B - H ) Ia ‘ Endpaint Explarer |Sealch Farum
Empty SOAP REST Import Save All Forum Trial Preferences Proxy
& = + wnd.0.DeviceManagement.GetAccessToken Test ... o B [ =
PRODA VENDOR workspace " = K
B I 3
§ E}. Proda-Device-Management-Vendor-V2 > ©C =e QU & © op'
I3 s/t s govay S mNswe
z https://test.5.rsp.humanservices.gov.au
¢: https.f,fvnd..proda.humanser\.rlces.go\.r.au rTestSteps rTst On Demand |
PRODADevices e R o
-+ vnd.0.DeviceManagement. ActivateDevice Test Suite HEBRB=XF2=E4v*x O &
E\‘ vnd.0.DeviceManagement.GetAccessToken Test Suite || g CreateSignedOrglsonWebToken
== Test Steps (2) E vendor.to.dhs.getAccessToken
@ Load Tests (0)
Poobe "] Security Tests (0)
[ vnd.0.DeviceManagement.RefreshKeyDevice Test Suite
Description Properties  Setup Script  TearDown Script
- Jcs
- - (& Step 1 [CreateSignedCrglsonWebToken] OK: tock 201 ms -
r TestCase Properties r Custom Properties
P ty | Val TestCase finished with status [FINISHED], time taken = 302
rope alue
MName nd.0.DeviceManagement.Get... @ Step 2 [vendorto.dhs.getAccessToken] OK: took 301 ms
TestCase Log

Properties

SoapUllog httplog jetty log erorlog wsrmlog  memory log  script log

By double clicking on the test step, you can see the request and response data for the rest calls by selecting the Raw

tab.

vendor.to.dhs.getAccessToken o H
Endpoint -
’ + |https:f’fvnd.proda.humanser\rices.gov.au ['l T+ @
Resource/Method: [lﬂ Token -» Token V] [/mga/sps/oauth/oauth20/token]
i | POST hitps://vnd.proda.humanservices.gov.au/mga/sps/oauth/oauth| % | ; = [HTTR/1.1 200 OK sl
o |Accept-Encoding: gzip, deflate * |content-language: en-US
o Content-Type: application/x-www-form-urlencoded = content-type: application/json;charset=UTF-8
3 | Content-Length: 724 g date: Tue, 08 Oct 2019 03:05:56 GMT
& |Host: vnd.proda.humanservices.gov.au |—|p3p: CP="NOMN CUR OTPi OUR NOR UNI"
Connection: Keep-Alive E transfer-encoding: chunked
User-Agent: Apache-HttpClient/4.1.1 (java 1.5) T |x-frame-options: DENY
/; x-content-type-cptions: nosniff
client_id=soape-testing-client-v2&igrant_type=urn?3Aietf%.3Aparams /2 |cache-control: no-store, no-cache=set-cookie
— |expires: Thu, 01 Dec 1994 16:00:00 GMT
x-xss-protection: 1; mode=hblock
content-security-policy: frame-ancestors 'none’
strict-transport-security:
pragma: no-cache
Set-Cookie: AMWEBICT!%:2FmgallSESSIONID=0000glevFVjdkfOx
Set-Cookie: PD_STATEFUL_8dc98fae-f3fc-11e6-812f-T4fed80683a09=
Set-Cookie: PD-5-5ES510N-1D=1_2_0_hAFdtnYVEHhYyn5PGoSlaBrd
{"access_token""eylraWQIOUWems3MkhjWjdMYmFUdWFkdTIZN R
) | L »
-
|« ! SSL Info
@ Assertions (2) Request Log (0}
1:59
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Refreshing a Key

When you run get access token the key expiry value tells you when a key needs to be refreshed by. You can refresh
the key at any time before then.
Double click on the vnd.0.DeviceManagement.RefreshKeyDevice Test Suite.

(@) SoapUIs5.5.0 - O X
Eile Project Suite Case Step Jools Desktop Help
" Sk [123 * I——Il = (®r=
E - = ) # ‘EE ‘ Endpoint Explorer ‘Sealch Forum
Empty  SOAP REST  Import  Save All Forum Trial Preferences Proxy
2 == +" vnd.0.DeviceManagement.RefreshKeyDevice Test... =l = 53| E
PRODA VENDOR workspace . K
a 3
rz:! EI. Proda-Device-Management-Vendor-Y2 PEO == OV B o %
z https://test.5.rsp.humanservices.gov.au
= https:/ftest.5.rsp.humanservices.gov.au
= https:/fvnd.proda.humanservices.gov.au rTestSteps rTE;tOnDemand |
PRODADevices ,
— e - = 0
" vnd.0.DeviceManagement. ActivateDevice Test Suite HEHEBEHHEHB=XF2=E4v nx ae
&+ vnd.0.DeviceManagement.GetAccessToken Test Suite | || e SetRestHeaders
EIN/ vnd.0.DeviceManagement.RefreshKeyDevice Test Suit # CreateSignedOrglsonWebToken
#-ZZ Test Steps (10) g 9
@ Load Tests (0) E vendor.to.dhs.getAccessToken
o Security Tests (0) & ExtractAccessToken
# SetAuthorizationHeader
* createMewkeyPair
E wvendor.to.dhs.refresh.device
# replace0ldKeyWithNewOne
# CreateSignedOrglsonWebTokenMewKey
A vendorto.dhs.getAccessTokenMewKey
Description Properties  Setup Script  TearDown Script
SB[
r TestCase Properties I/ Custom Properties
Property | Value
MName vnil.0.DeviceManagement.Refr...
TestCase Log
Properties SoapUl .. httpl.. jettyl.. erorl. wsrml. memoryl.. scriptl.

Version 0.13 — Draft | Page 13 of 14
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Press the play button.

@ soaplI5.5.0 - O x
Eile Project Suite Case 5Step Jools Desktop Help
* REH ¥ i | =
E B - = ) # ‘ Endpoint Explorer ‘Sealch Forum
Empty  SOAP REST  Import  Save All Forum Trial Preferences Proxy
5 = + vnd.0.DeviceManagement.RefreshKeyDevice Test... o &' [X] =3
PRODA VENDOR workspace . — =
i by URL
r2=§ = Proda-Device-Management-Vendor-Y2 > ©oE eV u 9 a’
I e S s humansencesgovau - ANskeD
= hitps://test.5.rsp.humanservices.gov.au
q: https.,"fvnd-.proda.humansemces.gov.au rTestSteps |/Tt5t On Demand |
PRODADevices R
— e . I~ 29
+" vnd.0.DeviceManagement.ActivateDevice Test Suite HEHRBRE=XF&2=E4v*x o
-+ vnd.0.DeviceManagerent. GetAccessToken Test Suite | | dr SetRestHeaders
E\‘q/ \._rrld.l].DewceManagement.RefrshKeyDewce Test Suit # CreateSignedOrglsonWebToken
== Test Steps (10)
- Load Tests (0) vendor.to.dhs.getAccessToken
L Security Tests (0 —& ExtractAccessToken
# SetAuthorizationHeader
W createNewKeyPair
wvendor.to.dhs.refresh.device
* replace0ldKeyWithMewOne
W CreateSignedOrglsonWebTokenMNewKey
vendor.to.dhs.gethccessTokenNewkey
Description Properties  Setup Script  TearDown Script
- e
(@ Step 9 [CreateSignedOrglsonWebTokenMNewKey] OK: took 111 ms |«
[ TestCase Propertes | Custom Propeties TestCase finished with status [FINISHED], time taken = 1749
Property | Value 4 Step 10 [vendor.to.dhs.getAccessTokenMewKey] OK: took 243 ms
MName wnil.0.DeviceManagement.Refr...
TestCase Log
SoapUll.. httpl. jettyl.. errorl.. wsrml. memoryl. scriptl..

By double clicking on the test step (vendor.to.dhs.refresh.device), you can see the request and response data for the

rest calls by selecting the Raw tab. This incidentally dem
Authorization header.

onstrates the use of an access token as a bearer token in the

vendor.to.dhs.refresh.device

o ¥ [

Endpoint

dhs-correlationld: uuidibedb(3b3-b596-4347-b552-d64d997,
dhs-subjectldType: http://ns.humanservices.gov.au/audit/ty
accept: application/json

Content-Length: 421

Host: test.5.rsp.humanservices.gov.au
Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

["kty":"RSA”, "kid":"my-device-01", "use"s"sig", "alg""RS256",

-
’ + |http;:.-f.-ftestj.rsp.humanservi(es.gov.au ['] L
Resource/Method: @ refreshDevice -> Jwk '] [/piaweb/api/b2b/v1/orgs/${#Project#prodalrgld}/devices/${#Project#deviceName},
4 | PUT https://test.5.rsp.humanservices.gov.au/piaweb/api/b2l = : = [HTTP/1.1200 OK Il
& |Accept-Encoding: gzip, deflate 24 | K-Backside-Transport: OK OK, OK OK, 0K OK,0K OK
& Content-Type: application/json = |Connection: Keep-Alive
/; Authorization: Bearer eyJraWQiOi/Wems3MkhjWjdMYmFUd g Transfer-Encoding: chunked
o |dhs-auditldType: http://ns.humanservices.gov.au/audit/typ: - Date: Tue, 08 Oct 2019 05:08:39 GMT
— |dhs-subjectld: my-device-01 E #-Frame-Options: SAMEQRIGIN
dhs-productld: MyProduct.v1.0 T |X-Powered-By: Servlet/3.0
dhs-auditld: 9544531825 2 Vary: Accept-Encoding, User-Agent
dhs-messageld: urniuuid:0b1f19f9-8935-4a2b-alal-6f3592fd 2 |Content-Type: application/json

Content-Language: en-US
¥-Global-Transaction-|D: 47d391e85d9c19eb0d563ccd

{
"orgld" : "9544531825",
"deviceName" : "my-device-01",
"deviceStatus" : "ACTIVE",
"keyStatus” : "ACTIVE",

"keyExpiry" : "2020-04-05 16:08:59",
"deviceExpiry” : "2024-12-08 16:01:12"
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